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1 Introduction

In this report, I present a review of the generic formal frameworks for WSNs
found in the literature. For each of them, a brief description followed by an
analysis is given. At the end, I provide a general synthesis.

2 GLONEMO and LUSSENSOR

The GLONEMO and LUSSENSOR have been developed as parts of the PhD of
L. Samper [28] who had worked in the Sychrone Team of the Verimag Laboratory
of Grenoble in France [31].

2.1 Description of GLONEMO

The GLONEMO framework is mainly a formal simulation framework for WSNs
where the WSN components are described in the same formalism [29] and im-
plemented in ReactiveML [24]. The modeling formalism consists on interpreted
automata that may be libeled with quantitative data. Such formalism is con-
sidered as expressive and quite general. The global model is made of separate
models for the node, the medium, the observers which are other nodes, and the
physical environment. One of the most important components which is the sen-
sor node is viewed as the composition of a set of parallel processes describing
the application, MAC and routing protocols. The MAC protocol chosen here is
quite simple ; it is based on a preamble sampling while the routing is done by
flooding. In addition, the environment is taken into account through the tool
LUCKY [20] based on a constrained language.

The same formalism is executable allowing to simulate up to hundreds of
nodes. The feasibility of the framework was shown through a very simple WSN
whose goal to detect a radioactive cloud. The simulation process has quickly
revealed that the flooding algorithm is not a good choice for the global model.
Indeed, two nodes detect the same signal at the same time and then send the
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same alert message. This is mainly due to the modeling environment of the
LUCKY tool that once modified into Poisson distribution, such situations will
not occur. Finally, this point clearly demonstrates the importance of modeling
the environment that has been intensively discussed in [30] .

2.2 Analysis of GLONEMO

Compared to other WSNs simulators, the GLONEMO framework is very dif-
ferent. On the one hand, GLONEMO take simultaneously into account the
hardware of the node and its environment allowing an evaluation of energy.
On the other hand, by using the same formalism, Samper promised to use the
GLONEMO framework for formal verification purposes by its connection to some
automated tools of formal verification such as [27] and [4]. But, nothing has been
achieved in this direction. He has just analyzed the main steps needed for that
which should be: reducing the model size by adjusting the abstractions of the
components of the global model while showing their equivalence, then verify-
ing global properties of safety on the model. Samper said that such connection
should be considered only as a technical problem and the major difficulties that
may be encountered should include the problem of state explosion. In addition,
GLONEMO was limited in the modeling of the hardware which has been de-
scribed by an automata libeled by values measured on [25]. This automata has
been included into the MAC level. However, Samper pointed out that a more
detailed energy model considering memory, processor or operating system con-
sumptions, will be very complex.

2.3 Description of LUSSENSOR

As a part of the same thesis, a second simulator called LUSSENSOR inspired
from GLONEMO, with a more detailed energy model, has been developed. The
new energy model takes into account the behavior of the MAC protocol, the con-
sumption of the radio, the CPU and memory. LUSSENSOR has been developed
in LUSTRE [9] which is a deterministic language suited for WSNs modeling.
The MAC protocol of the global model is a preamble sampling with a random
back off procedure to avoid collisions. The routing protocol chosen here is direct
diffusion in 2 phases [19]. The application code is a very simple algorithm that
sends the detected values to a base station.

2.4 Analysis of LUSSENSOR

The LUSSENSOR framework has the advantage to give a very good model of
the hardware so that the energy can be evaluated more accurately. Nevertheless,
its effectiveness has not been shown on a concrete example. Indeed, the simu-
lation was very slow even for a WSN of 10 nodes especially when compared to
GLONEMO. Hence, the main advantage of LUSSENSOR is to provide good op-
portunities for formal verification: the LUSSENSOR syntax is close to the formal
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verification tools available at Verimag such as [27] and [4]. There are two other
major drawbacks of the LUSSENSOR framework. Similar to GLONEMO, the
energy measures were very specific [25]. Added to that, the modeling of random-
ness was impossible because the LUSTRE language is deterministic. Thereby,
if a component needs random values, the global model has to be connected to
external generator which will give explicit random values. Such a modeling is
not so accurate and can not in any case give realistic results.

In conclusion, the GLONEMO and LUSSENSOR approaches seem to be very
innovative especially by the idea to integrate formal tools for analysis. Samper
has indicated that the global model of the GLONEMO framework has been
enriched later so that it has been successfully used in the industry. Nevertheless,
no real connection with a formal tool has been done even after the end of his
thesis. These two frameworks are not open source.

3 Slede: an automatic framework for the verification of
security in WSNs

The Slede framework has been developed by Y. Hanna [16] who is still a PhD
student in the Laboratory of Software Design at Iowa State University in the
USA.

3.1 Description

The traditional approach for the verification of security protocols is based on
intrusion patterns written manually. Such approach is both long and tedious. To
address these limitations, SLEDE is a framework for the automatic verification of
implementations of security protocols for WSNs [10]. Specifically, this approach
includes:

– A technique for extracting the model from its implementation in nesC [8],

– A technique for the generation and decomposition of the extracted model
with models of intrusion,

– A technique for the verification of security properties by generating counter-
examples demonstrating the violation of properties.

Fig. 1 illustrates the general approach of SLEDE. Thus, from the nesC im-
plementation, SLEDE is able to automatically extract the model of the protocol.
At this stage, SLEDE needs information about the topology and the structure
of exchanged messages. At the same time, SLEDE generates specific patterns of
intrusion from the protocol specification. For that, it uses an intruder template
library. Finally, the whole framework tries to verify, using the model checker
SPIN [12], the security properties of the model. If any of these properties is
violated, SLEDE generates counter-examples which will be translated to nesC.
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Fig. 1. Overview of the Slede framework [10].

3.2 Analysis

SLEDE has the advantage of reducing the verification efforts of security im-
plementations at the expense of learning a specification language that seems
to be very close to implementation language. The effectiveness of SLEDE has
been shown on two common security protocols where known security flaws has
been detected. Nevertheless, SLEDE is also limited by the state space explo-
sion problem. To overcome this major limitation, the developer proposed the
use of parameterized model checking. At the end, despite the soundness of the
approach, it is incomplete since all security flaws cannot be detected for a given
implementation.

4 CaVi

The CaVi tool has been developed by A. Fehnker [15] who is a researcher at
the National ICT Australia in the Managing Complexity research theme. The
developer of the Castalia simulator for WSNs, A. Boulis [14], contributed also
in CaVi.

4.1 Description

CaVi [7] is a tool resulting from the combination of a WSNs simulator called
Castalia [26] and the model checker PRISM. CaVi should have the advantage
to provide a graphical interface in which the simulation results of a given model
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from Castalia can be then exhaustively analyzed in PRISM given a fixed prop-
erty (Fig. 2). In particular, for now, a realistic channel behavior has been intro-
duced into formal models of PRISM. Then, it is possible to capture the effect
of topology by computing multi-hop reception probabilities within PRISM. The
developers advocated that PRISM outperforms Monte Carlo simulation when
computing such probabilities by giving exact and not average probabilities. Nev-
ertheless, no further investigation for connecting PRISM to CaVi has been done
until now. Task like automatic translation of PRSIM models from CaVi remains
as future work.

4.2 Analysis

The CaVi tool has been limited to the performance evaluation of WSNs. In the
literature, we don’t find a lot of details about CaVi. The last publication dates
back to 2008 [3] and is a short paper summarizing what has been yet done but
no new achievement. Each of the tools Castalia and PRISM taken separately
seems to be very mature. However, their combination into the Cavi tool does
not seem to be so. Indeed, given the capabilities of probabilistic model checking,
there are many other aspects to be included in CaVi. In addition, no real case
study on WSNs has been made to show the effectiveness of this tool.

Fig. 2. Overview of CaVi tool [7].
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5 TEPAWSN

In [23], the authors give the proposal of the TEPAWSN tool for the qualitative
and quantitative performance evaluation of WSNs and the estimation of the
effective energy.

5.1 Description

The TEPAWSN tool should use the PAWSN (Process Algebra for Wireless Sen-
sor Network) language which combines the features of classical process algebra
as the sequential and parallel composition, with time and non-deterministic be-
havior and/or probabilistic WSNs including energy issues. The general approach
of the TEPAWSN tool is presented in the figure below. It consists in describ-
ing the WSN in the PAWSN formalism. After that, a conversion step follows
in order to translate the described model into the language of the target tool
(PRISM, PPTA, nesC ...) for simulation, formal verification or energy analysis.
This conversion will be ensured by appropriate tools such as PAWSN2PPTA,
and PAWSN2nesC PAWSN2PRISM.

5.2 Analysis

The TEPAWN tool should have the advantage to describe the target WSN in
a single and expressive formalism. Moreover, it benefits from existing analysis
tools for simulation, model checking or energy evaluation. The main work should
focus on the development of good conversion tools. However, TEPAWN is still
at the specification stage and no achievement could be found so far. Finally,
the language PAWSN used was briefly described in [23] and no proof for its
effectiveness was given.

6 The PVS framework for WSNs

The PVS framework for WSNs has been developed by C. Bernardeschi [13], P.
Masci [18], and H. Pfeifer [17].

6.1 Description

In [1], a simulation and analysis framework for WSNs algorithms within the PVS
system is proposed. PVS provides at the same time simulation through a ground
evaluator [6] and formal verification within a theorem prover. The approach can
be applied at the early stage of the development process to consolidate the
algorithm design. A WSN algorithm is modeled by assembling a collection of
components. In this framework, the main components considered are the nodes,
the network structure, communication primitives and protocols. The communi-
cation primitives are functionalities for communication between nodes like the
forwarding, injection and dropping of packets, while the protocols are specified
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Fig. 3. Overview of TEPAWN tool [23].
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so that they can use services installed on nodes. Services include the packet
logger, the receive buffer, the node scheduler and the clock. Each component is
described by a PVS model taken from the corresponding theory. Different ver-
sions of the same component are available so that it is possible to specify and
analyze WSN algorithms under several perspectives and at desired level of ab-
straction. A very abstract theory consists on the declaration of attributes type
and interface functions. More detailed theories can be derived from the abstract
definition by specifying the behavior of interface functions, and by extending
types.

In the following, the main WSN components modeled by the PVS framework
for WSNs are detailed. The connectivity of the network is described with direct
graph without self-edges. To reuse existing theories, definitions are built on the
top of the library of directed graphs developed by NASA [5]. A sensor node is
identified by a natural number. An intermediate function is specified to identify,
for each node, the set of neighboring nodes. Both ideal and loss links are modeled,
and topology changes can be used to model node mobility.

Depending on the algorithm specification and on the property of interest,
services can be installed on a single node, on a group of nodes, or on the entire
network. Many services have been implemented such as:

– packet logger, which stores statistics about sent and received packets,
– receive buffer, which models the buffer where packets sent by other nodes

are stored,
– energy consumption, which evaluates the energy spent by nodes,
– routing, which provides the basic definitions for building routing tables, span-

ning trees and paths between nodes,
– node scheduler, which gives the sequence of nodes that execute the algorithm

(e.g., round robin, or random).

A structure called networkstate shows the state of a given network through
the state of its different nodes which is mainly described by the allocated ser-
vice. The communication primitives are also taken into account. In particular,
the packet format is specified in PVS in a separate theory. Communications are
modeled through three main functions. The algorithm to analyze is specified as
a cyclic procedure executed on a generic node. In [1], the authors showed how to
specify the flooding algorithm [11] within the PVS framework for WSNs. Once
specified, the algorithm can be analyzed at different level of abstractions by show-
ing or hiding the properties of interest. For example, the energy consumption
can be analyzed by importing the corresponding theory of the network state.

The feasibility of the developed framework has been shown on the Surge al-
gorithm which is a widely used routing protocol for WSNs included in TinyOS
[22]. The authors evaluate the receive queue size, the energy consumption and
the robustness to topology changes on a network of maximum 25 nodes with
different topologies. By inspecting the execution traces, they were able to de-
tect a potential problem of infinite loops of routed packets in the algorithm
specification.
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After that, the framework has been enriched by theories expressing dynamic
scenarios in WSNs like nodes mobility, link quality changes, and the automata-
tion of the generation of routing tables. The mobility pattern used here is the
random walk which moves the mobile node n times. It is specified through a
recursive function. For lossy channels, the quality can change with a uniform
probability Pc. Then, routing table can be generated by instantiating this prob-
ability Pc. Hence, In order to show the practical effectiveness of the enriched
framework under dynamic scenarios, a second case study has been done on the
reverse path forwarding (RPF) algorithm [2]. When simulating the RPF, the
probability has been instantiated with four different values. Added to that, the
main package has been attached to a generator of pseudo-random numbers to
generate random sets of nodes. Considering networks of 64 nodes placed on a grid
with 8 columns, the authors have evaluated the delivery ratio and the overhead
due to duplicates of the RPF algorithm. They have also simulated a scenario
where a mobile station caused the modification of the routing table. Finally, a
property of correctness has been formally verified. It says that ”if the routing
table is correct and static, then exactly one copy of the broadcast packet sent
by the base station will be delivered to all nodes in the network”. The property
has been formalized by a theorem which has been successfully verified within
the PVS theorem prover. This proof has needed many intermediate lemmas.

Question: From [2], what do they mean by ”the formal proof was done by
an induction on the execution traces of RPF, i.e., on sequences that start with
the initial state and apply the RPF transition function to generate subsequent
states.” Do they verify their theorem on the execution trace of simulation and
then by theorem proving?

6.2 Analysis

The PVS framework for WSNs is very interesting. Indeed, this framework can be
used simultaneously for formal specification, automated simulation and verifica-
tion of the behavior of a protocol designed for WSNs. The practical effectiveness
has been shown on two case studies. The major drawback of the PVS framework
is the probability modeling which was not so accurate. First, the randomness
of numbers was taken into account through an external theory which generates
pseudo-random numbers. No further detail has been given on this theory. Sec-
ond, when considering that the link can change with a uniform probability Pc,
the authors had just set this probability. Finally, a weakness in the second case
study can be noticed. Indeed, the property of interest has been formally verified
for static routing table while the authors have clearly pointed out that routing
table within real-world deployments are most of the time dynamic.

7 Synthesis

Although, the idea of developing a generic formal framework for WSNs is quite
promising, it is not really widespread. What is rather more common is the de-
velopment of simulators dedicated to WSNs. While the existing simulators have
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been always limited in terms of modeling the hardware and the environment,
the explored frameworks try to give a more complete solution. The frameworks
found in this context such as GLONEMO and CaVi can be considered as for-
mal simulation frameworks but not as generic. First, they are formal because
they use a single and expressive formalism in the description of the WSN. This
feature can be considered as the main start point for a potential formal analy-
sis. Second, these frameworks have given the general approach and promised to
make connection with some formal analysis tools but none of them has made
such connection. They were limited to simulation. For GLONEMO, no connec-
tion with formal tools is made even after the end of the PhD of Samper. In the
case of CaVi, for each simulation batch, it is just possible to compute the exact
multi-hop reception probability using PRISM. No real connection with PRISM
has been done by, for example, verifying properties of the simulated model. For
the TEPAWSN tool, it is still at the specifications stage. On the other hand, they
cannot be considered as generic since the models used for hardware, MAC and
routing protocols are very simplified. Other generic frameworks such as SLEDE
taking into account only one aspect and inspecting directly the implementation
seem to be more affordable, realistic and effective. Moreover, the effectiveness of
the tool was shown on two case studies.

The most interesting work found in this context is for sure the PVS frame-
work for WSNs which can be considered simultaneously as formal and generic.
It is formal because the model is written in a formal semantic allowing fast
performance evaluation within the PVS simulator. Moreover, the framework is
generic enough since each component, described in a separate theory, can benefit
from different model versions so that the abstraction level can be varied. Once
specified formally in PVS, it is possible to formally verify properties of the built
model; a novelty compared to previous frameworks which promised formal veri-
fication but remained limited to simulation. The applicability of the framework
has been shown on two case studies which are the Surge and the RPF algorithms
designed for WSNs. The formal verification has been successfully done only on
the second algorithm. Finally, it is important to note that the PVS framework
is open source. The major drawback of the PVS framework is the inaccuracy of
the randomness modeling: the numbers generated were pseudo-random and the
uniform probability was just fixed. No further indication has been given about
the external random generator or the uniformity of the probability. Neverthe-
less, given the probabilistic features of WSNs, it becomes essential to include an
accurate modeling of probability so that the reality can be reflected. Within, the
probabilistic framework developed in the HOL theorem prover, we can overcome
all the drawbacks cited above to develop a generic formal framework for WSNs
and verify interesting properties on the built model.

Questions: Related to formal verification

1. Is the idea of a generic and formal framework for WSNs is not in itself very
ambitious because most of the tool attempts in this direction were not really
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achieved?

2. Back to the GeNoC work (Master thesis), the translation of the generic def-
initions in ACL2 was possible thanks to the encapsulation principle [21]. In
general, this principle lets the user introduce constrained function without
explicit definition. When the encapsulated function f is admitted to ACL2,
the theory is extended by the following event ”the function f is constrained
by the axiom φ”. Thus, the function f does not have an explicit definition
but we know that f has to satisfy the property φ. Consequently, a function
g is an instance of the encapsulated function f , if and only if, g satisfies all
the constraints defined for f at the generic level.
I’m asking if there is a similar aspect in HOL?

Questions: Related to WSNs

1. If the idea of building a generic and formal framework for WSNs is adopted,
what should be the most important WSNs components to model so that
at least a minimal but complete WSN model can be described through the
framework?
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