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Abstract— Key management in wireless sensor networks is still a 
challenging problem. Most existing research considers symmetric 
cryptosystems to achieve key agreement assuming homogenous 
network architecture. However, these solutions suffer from 
performance bottleneck and poor scalability. Recently, deployed 
sensor network systems are increasingly following heterogeneous 
designs. In this paper, we propose a key management protocol for 
heterogeneous sensor networks based on an asymmetric 
cryptosystem named pairing identity based cryptography. We 
show that the proposed protocol has low communication and 
storage overhead. Moreover, our protocol assures key update and 
forward secrecy.  We discuss the resilience of the proposed 
scheme against several types of attacks. Formal security 
validation, using the AVISPA tool, is used to demonstrate the 
privacy of the generated keys and the robustness of our protocol 
against several attacks.  

 

Keywords- Key managemet; Pairing; Sensor network  

I.  INTRODUCTION 
Key management is an essential cryptographic primitive 

upon which other security primitives are built. Due to resource 
constraints, achieving such key agreement in wireless sensor 
networks (WSN) is non-trivial. Previous research on key 
agreement in sensor networks mainly considered 
homogeneous sensor networks organised in a flat architecture. 
However, despite the efficiency and the simplicity of flat 
Adhoc networks for sensor applications, recent research has 
indicated its limitations in terms of performance and 
scalability [1]. Furthermore, many security schemes designed 
for homogeneous sensor networks suffer from high 
communication and computation overhead, as well as high 
storage requirement [2]. Recently, hierarchical and 
heterogeneous networks have been proposed as an alternative 
topology to flat Adhoc topologies. This architecture considers 
a heterogeneous mix of nodes, a small number of powerful 
High-end sensors called H-sensors (e.g., PDAs or Imote of 
Intel), and a large number of Low-end sensors called L-
sensors (e.g., MICA2 or TelosB). These nodes have different 
capabilities in terms of communication, computation, energy 
supply, storage space, reliability and other aspects. An 
heterogeneous architecture provides scalability, notable 
energy efficiency and security benefits [2][3]. We propose in 
this paper a key management scheme for this type of 
heterogeneous architecture. This proposed scheme uses one 
variant of public key cryptography, named Identity Based 

Cryptography (IBC), to establish pairwise keys between 
sensor devices. Public key cryptography has been considered 
too expensive for resources constrained sensor nodes. The 
traditional public-key algorithms (such as RSA [4]) require 
intensive computations which are not suitable for tiny devices. 
However, the recent progress on Elliptic Curve Cryptography 
(ECC) [5] provides new opportunities to use public-key 
cryptography in sensor networks. The recent implementation 
of 160-bit ECC on Atmel ATmega128, a CPU of 8Hz and 8 
bits, shows that an ECC point multiplication takes less than 
one second [6], which demonstrates that the ECC public-key 
cryptography is feasible for sensor networks.   

Since in-network processing techniques lend themselves to 
hierarchical network architectures, and given their several 
advantages, our proposed key management protocol adopts 
this technique. However, to support in-network processing 
techniques, and to secure message exchanges among sensor 
nodes, other types of keys must be established such as cluster 
keys and a group key. 

So, the proposed key management protocol should not only 
support the establishment of pairwise keys but also other keys 
such as cluster keys or group key. A cluster key is a common 
key shared among all participants in the same cluster, and is 
mainly used for securing locally broadcast messages. A group 
key is a globally shared common key, used by the base station 
for the encryption of messages that are broadcast to the whole 
network. The proposed protocol consists then of pairwise key 
establishment protocol based on Pairing IBC, cluster key and 
group key transport protocol. 

We discuss the taxonomy of attacks that threat the secure 
functioning of sensor networks and demonstrate how our 
proposed protocol can efficiently defend against several of 
them. However, node capture attack is still an open problem 
for sensor devices. To limit the impact of this attack, we 
preload each node with a bootstrapping time, which is the 
necessary time for a node to establish keys with its 
neighbours. Since node compromise is not a trivial task, 
usually a sensor node is designed to be able to sustain 
compromise for a certain time interval. However, the node 
bootstrapping phase is usually very short, and in practice it is 
reasonable to expect it to be shorter than the time needed to 
compromise the node [7]. The proposed solution for the secure 
functioning of the sensor devices is validated using the 
AVISPA tool. 

The remainder of this paper is organized as follows. First, 
we discuss background and related work in Section 2. Section 
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3 presents the network model and the considered assumptions. 
Section 4 describes the proposed protocol for pairwise key 
establishment, cluster key establishment, and group key 
establishment. In Section 5, we discuss attacks that are 
imposed on sensor networks and how our protocol can 
efficiently defend against them. In Section 6, the validation 
tool AVISPA is used to formally prove the security of the 
proposed protocol. Finally, we conclude in Section 7 and give 
future work. 

II. RELATED WORK 
Many security proposals for WSNs have focused on 

efficient key management of symmetric encryption schemes 
for heterogeneous sensor networks. In [2], Du et al. use of the 
asymmetric pre-distribution which consists of pre-loading a 
large number of keys in each H-sensor while only pre-loads a 
small number of keys in each L-sensor. Similarly, Traynor et 
al. [3] proposed a probabilistic unbalanced distribution of keys 
throughout the network that leverages the existence of a small 
percentage of more capable nodes. They demonstrated that 
this solution can not only provide a significant level of 
security but also reduce the consequences of node 
compromise.  

Recent research for distributing keys in WSN goes toward 
the asymmetric approaches which rely on public key 
cryptography. RSA [4] stands for Rivest, Shamir, and 
Adleman algorithm is one of the most popular public-key 
encryption algorithms currently available. Its security is based 
on the difficulty of solving the Integer Factoring Problem. 
ECC [5] was then developed by Koblitz and Miller. ECDLP 
“Elliptic Curve Discrete logarithm Problem” is one variant of 
ECC used to compute pairwise keys. It is based on the 
difficulty of solving the Discrete Logarithm Problem “DLP” 
on elliptic curves. ECC can obtain the same security level as 
RSA while using a smaller key. A 160-bit ECC key has the 
same level of security as a 1024-bit RSA key [6].  

Many cryptographic applications based on elliptic curves 
use bilinear pairing, a powerful mathematical tool which 
enables efficient implementation of IBC. Bilinear pairing 
allow Diffie-Hellman problem, a well-known class of hard 
computational problems, to have an easy decisional version. 
Since Boneh et al. proposed an ID-based signature scheme [8] 
and encryption scheme [9] from the pairing; many schemes 
using pairing have been proposed. Previously, evaluating 
pairing was a more complex and costly operation compared to 
scalar multiplications of ECC. However, since several 
efficient algorithms for computing the pairing have been 
proposed, the pairing cost is no longer a heavy burden on 
sensor nodes. In deed, Oliveira et al. present TinyPBC [10], a 
protocol for authenticated identity-based non-interactive key 
distribution in sensor networks based on pairing. They 
demonstrate that TinyPBC takes only 5.45s to compute 
pairings on ATmega128. Also, the requirements in terms of 
RAM as well as ROM are 2,687,368 and 47,948 bytes, 
respectively. So, this implementation demonstrated that the 
pairing is feasible for resource constrained sensor networks. 
So, given the several advantages of pairing IBC and the 

efficient implementation results, our proposed protocol uses 
pairing to establish keys between the set of sensor nodes. In 
addition, we adopt heterogeneous network architecture to 
ensure better performances and scalability. 

III. NETWORK MODEL AND ASSUMPTIONS 

A.  Network model 
We consider a heterogeneous sensor network (HSN) 

consisting of numerous L-sensors deployed with a small 
number of H-sensors (see Figure 1). The general function of 
an L-sensor is to collect raw data and forward it to the 
corresponding H-sensor, designed as cluster head. This traffic 
represents the intra cluster traffic. The inter cluster traffic is 
made by the H-sensors. H-sensors make data aggregation of 
information flows coming from L-sensor nodes, and forward 
the aggregated data toward the BS either directly or via other 
CHs. In addition, the network includes a BS which is the 
ultimate destination of data streams from all the sensor nodes. 
The BS may be connected to an outside network.  

B.  Assumptions 
We assume a static sensor network, where all sensor nodes 

have fixed locations. Both H-sensors and L-sensors are 
assumed to know their location information. Also, nodes must 
be loosely synchronized as they are pre-loaded with a 
bootstrapping time. The BS, acting as a sink, is trusted and 
will never be compromised. It is equipped with tamper 
resistant material. Also, H-sensors should be equipped with 
tamper resistant hardware and intrusion detection systems to 
detect malicious behaviours.  

IV. PROPOSED KEY MANAGEMENT AND AUTHENTICATION 
PROTOCOL 

Different keys should be computed between the set of nodes 
and the base station. The proposed key management protocol 
is based on the difficulty of solving the DLP on elliptic curves. 
It builds on IBC and the Tate pairing. The Tate pairing 
essentially takes two points on an elliptic curve and maps 
them to an element of a multiplicative group of a large finite 
extension field. It has been shown that an IBC scheme is 
preferable to an ECC one because, it does not require the 
transmission of digital certificates and there is a simple 
process for generating symmetric keys. Another advantage of 
IBC is the possibility of scaling to the number of nodes in the 
network. Moreover, as in public key cryptosystems, although 
the number of nodes increases, each node has to store only one 
secret key. In addition, the proposed protocol allows for 
updating keys after a certain time to avoid cryptanalysis or 
after a node compromise. Our protocol is composed of two 
phases. The first phase takes place before deployment. At this 
phase, the BS preloads each node with corresponding 
information to be used to generate keys. After deployment, the 
second phase begins to set up the network structure and to 
establish pairwise keys between neighbouring nodes, cluster 
keys for each group of nodes in the same cluster, and a group 
key for all the nodes in the network.  
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A. Pre-deployment phase 

During the bootstrap of the network, the BS (a laptop or a 
human controller) must perform these extra tasks:  
 The BS chooses two groups G1 and G2, of the same prime 
order q. G1 is an additive group and G2 is a multiplicative 
group.  Then, a bilinear map 211: GGGe →× and two 
collision resistant cryptographic hash functions H1 and H2 
are determined, where { } 1

*
1 1,0: GH → , mapping from 

arbitrary-length strings to points in G1 and *
12 : qZGH → , a 

mapping from G1 to a value in Zq
*. 

 The BS picks a random number *
qZs ∈ and then 

sets sPPpub = . The base station keeps s secret. The BS uses 

the value of s to generate secret keys of sensor nodes.  
 The BS preloads each node in the network with a unique 
identity and a bootstrapping time. The bootstrapping time is 
long enough such that each node can establish pairwise keys 
with all its neighbours and also cluster keys and group key.  

 Then the BS computes a private key )(1 iii IDsHsQS ==  
for each node i, which is assigned to it prior to deployment. 
So, the system parameters are >< 2121 ,,,,,,, HHPPqeGG pub . 

B. After deployment phase 

When the nodes are deployed, they must establish their 
pairwise keys, the cluster keys, and the group key to secure 
their communications. However, before doing this, each node 
must know with which node it may communicate. Therefore, 
all the nodes must go through the cluster formation phase and 
the neighbourhood discovery phase before establishing keys. 
When these two phases end, each node initialises a timer that 
expires when the bootstrapping time is finished. 

1) Cluster formation phase: During the network 
initialisation, each H-sensor broadcasts a Hello message using 
the maximum power to nearby L-sensors with a random delay. 
The transmission range of the broadcast is large enough so 
that most L-sensors can receive Hello messages from several 
H-sensors. Each L-sensor sets a timer after receiving the first 

Hello message. When the timer expires, each L-sensor 
chooses the H-sensor whose Hello message has the best signal 
strength as cluster head and sends an acknowledgment reply 
message. Each L-sensor also records other H-sensors from 
which it receives the Hello messages, and these H-sensors 
serve as backup cluster heads in case the primary cluster head 
fails. If an L-sensor does not receive any Hello message 
during the initialization phase, it actively looks for a nearby H-
sensor by broadcasting an Explore message. At the end of this 
phase, the network is divided into multiple clusters. The H-
sensor acts as a cluster head (CH), and the L-sensors act as 
cluster members; more details about the clustering scheme can 
be found in [11]. 

 
2)  Neighborhood Discovery Phase: After cluster 

formation, L-sensors go through the neighbourhood discovery 
phase [12]. First, each L-sensor broadcasts a Hello message 
for a short range in order to discover neighbors. A neighbor L-
sensor, belonging to the same cluster, which receives the Hello 
message acknowledges with HelloReply message. Then the 
sender adds its ID in its neighbors list. The neighborhood 
discovery phase ends when all the L-sensors have obtained 
neighborhood information. After the network deployment, 
every node can then keep a list of all neighboring nodes. 

 
3)  Establishing pairwise keys: Pairwise keys should be 

computed between any pair of nodes Ni and Nj in the network.  
Node Ni generates key s

jijiji QQeQSeV ),(),(, ==  which is 

used as a message authentication code (MAC) between Ni and 
Nj. In the same way, Nj generates s

jijiji QQeSQeV ),(),(, == . 

Then, the pairwise key is established as follows: 
 Ni chooses a random *

qi Zr ∈ , computes PrR ii = and 

),,(, ijijii RNNVMACM = and sends Ri and Mi.  

 Similarly, Nj chooses a random *
qj Zr ∈ , computes PrR jj =  

and ),,(, jjijij RNNVMACM =  and sends Rj and Mj. 

iiji MRNN ,:→  

jjij MRNN ,:→  
 Upon receiving the message, Ni verifies the MAC and 

computes the pairwise key )()( 22, PrrHRrHK jijiji == . 

 Similarly, Nj verifies the MAC and computes the pairwise 
key )()( 22, PrrHRrHK jiijji == .  

4) Establishing cluster key: The cluster key establishment 
phase follows the pairwise key establishment phase, and the 
process is very straightforward. In the beginning of this phase: 

 
 Each cluster head CHi generates a random key *

qi ZKC ∈ . 
 Then, for each L-sensor node j in the range, CHi computes a 
MAC , , ( , , , )i j i j i j i iM MAC K CH L T KC=  and  the encrypted 
cluster key { } jiiji KKCE ,, =  with Ki,j the pairwise key shared 

 

 
Figure 1.  Clustered HSN model. 
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between Hi and Lj and Ti a fresh time stamp and then sends 
this message:   

, ,: , ,i j i j i i jCH L E T M→  

 Upon receiving this message at the time Tj, Lj verifies 
whether TTT ij Δ≤− )( . If it holds, Lj accepts Hi’s message, 
where TΔ is an expected valid time interval. Then, Lj 
decrypts it to obtain the key KCi and stores it in its table. 

 Next, Lj retransmits the cluster key, in the same way, using 
the pairwise key shared with each L-sensor in its 
neighborhood. This process is repeated until all the nodes in 
the cluster receive key KCi. 

kjjkjkj MTELL ,, ,,:→  

5) Establishing group key: The group key, generated by 
the BS, must be distributed to all the remaining nodes in a 
secure, reliable, and timely fashion, using hop-by-hop 
translation.  
 The BS generates a random key *

qZKG ∈ . 
 Then, for each CHi in the range, the BS computes a MAC 

, , ( , , , )BS i BS i i BSM MAC K BS CH T KG=  and  the encrypted 
group key { } iBSiBS KKGE ,, = with KBS,i the pairwise key 
shared between BS and CHi, and TBS a fresh time stamp, 
then sends this message:  

iBSBSiBSi MTECHBS ,, ,,:→  
 If one CH is not in the range, it asks a neighboring CH to 
send him the group key in the same way using pairwise keys 
shared between CHs. 

 Upon receiving this message at the time Ti, CHi verifies 
whether TTT BSi Δ≤− )( . If it holds, CHi accepts BS 
message, where TΔ  is an expected valid time interval.  

 Then, CHi encrypts KG using its correspondent cluster key 
and broadcasts the message to all the nodes in the local 
cluster signed with the private key Si of CHi.  

{ } signatureTKCKGCH iii ,,:*→  
With Ti a fresh time stamp 
 Upon receiving this message at the time Tj, an L-sensor 
node Lj verifies whether TTT ij Δ≤− )( . If it holds, Lj 
accepts the message of CH, where TΔ  is an expected valid 
time interval. Lj decrypts the message and stores it. Then, Lj 
rebroadcasts the received message modifying only the time 

stamp and the signature. This process continues recursively 
until all the nodes in the cluster receive the group key. 

V. SECURITY ANALYSIS 
We define typical attacks on sensor networks and 

demonstrate how our proposed protocol can prevent them. An 
attack consists of one or more of the following operations.  

 
- Eavesdropping, modifying, and false messages injecting  
The first type of attacks is to eavesdrop on the information 
carried in the messages. This information may be the data 
related to pairwise keys, the transmitted cluster or group key. 
This operation threatens message confidentiality. Modifying 
messages threatens message integrity. Finally, fabricating 
false messages threatens message authenticity. 
An adversary cannot know the value of pairwise key because 
it is generated at each end point, which is programmed with a 
random secret number. As encryption is used when 
transmitting cluster key or group key, their confidentiality is 
guaranteed. Modifying keying materials or keys and injecting 
false messages is prevented as MACs and signatures are used. 
Regarding the fact that every node in the network go through 
the key discovery and authentication phase, these attacks are 
also prevented for ordinary messages.  
 
- Replaying of messages 
This operation threatens message freshness. In the 
bootstrapping phase, an attacker can replay the old pairwise 
key establishment messages. This attack is prevented as each 
sensor has a secret random number which allows it to generate 
the key. So, even if an adversary replays an old message trying 
to establish a pairwise key with a valid node, it will not be 
able to do this as he must solve a DLP to get the random ri or 
rj. For the cluster and group key, this attack is prevented as in 
each transmitted message there is a time stamp which 
guarantees its freshness. Moreover, when the bootstrapping 
time expires, any replay of messages designed for establishing 
any key is eliminated. 
 
- Node capture attack 
In a node capture attack, an adversary gains full control over 
sensor nodes through direct physical access.  
Our proposed protocol cannot eliminate the node compromise 
problem, which is a very hard problem in WSN. However, the 
proposed protocol can prevent adversaries from spreading the 
impact of node compromise across the entire network. Given 
the assumptions mentioned before: an adversary cannot 

 
Fig.ure 3.  Establishing group key.

 
 

Figure 2.  Establishing cluster key. 
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compromise a node in the bootstrapping phase. This is a 
powerful property as all the keys are established during this 
phase and hence the adversary cannot explore these keys. 
After this phase, an adversary can compromise a node and 
compromise all the links directly connected to this node. The 
rest of the network remains secure as this adversary cannot 
establish any other links with other nodes placed in a distant 
region. So the impact of attack will be limited to the 
compromised node and its immediate neighbours. 
 
- Attacks on routing protocols 
Many attacks on routing protocols are based on the node 
capture attack. Our proposed protocol can efficiently defend 
against several of them such that the sinkhole attack, the 
wormhole attack, the Sybil attacks etc. More details about 
these attacks can be found in [13]. 
After deployment, the proposed protocol goes through the 
cluster formation and neighborhood discovery phases. At the 
end of these phases, each node would keep a list of its 
immediate neighbours. Therefore, a sinkhole attack or a 
wormhole attack can be detected. Moreover, the Sybil attack is 
prevented as valid identities are assigned by the trusted BS 
and since each node knows the set of valid nodes with which it 
may communicate. Hence, an adversary cannot convince 
another node, which is not really in its neighborhood, that it is 
a near one.  

VI. FORMAL SECURITY VALIDATION  
Many formal security validation methods and tools are 

proposed in the literature. In this paper we choose AVISPA, 
“Automated Validation of Internet Security Protocol and 
Application” [14], for the following reasons: (1) it is enough 
expressive and we can model several property like secrecy of 
keys, authentication, freshness, robustness against replay 
attacks, etc, (2) it provides a user friendly specification 
language, the HLPSL “High Level Protocol Specification 
Language”, which is the input of the AVISPA tool,  and (3) it 
is widely used by developers of security protocols and by 
academic researchers to analyse possible attacks on security 
protocols. With AVISPA we were able to successfully verify 
the most important properties: 
- Secrecy of keys: this means that the key used during the 

protocol exchange must remain secret between the two 
parties and not revealed to a third one. This property can be 
specified in AVISPA with the following primitive “secret 
(Key, attribute_of_key, Agents)”.  

- Authentication of message source: this property allows a 
receiver to verify that the data has really been sent by the 
claimed sender. This property can be verified in AVISPA 
with the following two primitives: witness(Ni, Nj, at_ri, 
RPi') in the sender role and request(Nj, Ni, at_ri, RPi') in the 
receiver role. 

The following two properties are implicitly verified in 
AVISPA: replay attack protection and man in the middle 
protection. The verification results imply that our proposed 
pairwise key establishment protocol can provide a significant 
level of security. Thus, the cluster key and the group key 

establishment protocols, built upon the pairwise key 
establishment protocol, will be secured. 

VII. CONCLUSION  
In this paper, we propose a key management protocol for 

heterogeneous sensor networks based on pairing and identity 
based cryptography. This protocol includes pairwise key 
establishment and also cluster keys and group key transport 
protocol.  Robustness of the proposed protocol against several 
types of attacks is discussed and verified formally using the 
AVISPA security validation tool. Implementation and 
performance analysis are considered in future work. 

REFERENCES 
[1] P. Gupta and P. Kumar, “The capacity of wireless networks,” 

IEEE Transactions on Information Theory IT 2000, vol. IT-
46(2), pp. 388–404, 2000. 

[2] X. Du, Y. Xiao, M. Guizani, H.H. Chen, “An Effective Key 
Management Scheme for Heterogeneous Sensor Networks”, Ad 
Hoc Networks, Elsevier, vol. 5, issue 1,January 2007, pp. 24–34. 

[3] P. Traynor, H. Choi, G. Cao, S. Zhu, T. Porta, “Establishing 
pair-wise keys in heterogeneous sensor networks”, in: 
Proceedings of IEEE INFOCOM 06. 

[4]  R. L. Rivest, A. Shamir, and L. M. Adleman. A method for 
obtaining digital signatures and public-key cryptosystems. 
Communications of the ACM, 21(2):120–126, 1978. 

[5]  N. Koblitz, “Elliptic curve cryptosystems,” Mathematics of 
Computation 48, 1987, pp. 203-209. 

[6]  N. Gura, A. Patel, A. Wander, H. Eberle, S.C. Shantz, 
“Comparing elliptic curve cryptography and RSA on 8-bit 
CPUs”, in: Proceedings of the 6th International Workshop on 
Cryptographic Hardware and Embedded Systems, Boston, 
Massachusetts, August 2004. 

[7] Y. Zhou, Y. Zhang, and Y. Fang, “Access Control in Wireless 
Sensor Networks,” Elsevier Ad Hoc Networks  5(1): 3-13 
(2007) 

[8] D. Bonech, B. Lynn, H. Shacham, “Short signatures from the 
weil pairing”, in: Proc. Advances in Cryptology, Asiacrypt 
2001, Springer-Verlag, LNCS 2248, 2001, pp. 514–532. 

[9] D. Boneh, M. Franklin, “Identity-based encryption from the weil 
pairing”, in: Proc. Advances in Cryptology, Crypto 2001, 
Springer-Verlag, LNCS 2139, 2001, pp. 213–229. 

[10] L B. Oliveira, M. Scott, J. Lopez, Ri. Dahab. TinyPBC: Pairings 
for Authenticated Identity-Based Non-Interactive Key 
Distribution in Sensor Networks. 5th International Conference 
on Networked Sensing Systems (INSS'08). June 2008, 
Kanazawa/Japan (pages. 173-179).  

[11] X. Du and F. Lin, ”Maintaining Differentiated Coverage in 
Heterogeneous Sensor Networks,” EURASIP Journal on 
Wireless Communications and Networking, Issue 4, 2005, pp. 
565-572. 

[12] F. Kausar, S. Hussain, L. T. Yang, and A. Masood, “Scalable 
and efficient key management for heterogeneous sensor 
networks,” The Journal of Supercomputing, vol. 45, no. 1, pp. 
44–65, Feb 2008. 

[13] C. Karlof and D.Wagner. Secure routing in wireless sensor 
networks: Attacks and countermeasures. Elsevier’s AdHoc 
Networks Journal, Special Issue on Sensor Network 
Applications and Protocols, 1(2–3):293–315, September 2003. 

[14] AVISPA Project. AVISPA protocol library. Available at 
http://www.avispa-project.org/. 

(c) 2009 ESRGroups France



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


